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YUKON COURTS CONTINUE TO  
LEAD THE WAY

The Yukon Courts have continued to take a 
progressive and evolving approach towards 

repeat offenders. For such a small and remote location 
our national recognition regarding restorative justice 
is quite remarkable.

Yukon Courts have been Canadian leaders since the 
first sentencing circle — now a common practice for 
First Nations across Canada — was conducted in the 
Yukon in 1992 (R. v Moses). This process shifts the 
focus towards the affected community, the victim and 
victim supports and the offender and offender supports. The goal is to sentence an 
offender for a crime while recognizing the crime’s impact on the community and the 
importance of reintegration.

Circle organizers ensure that the offender is appropriate for the process and that 
support is available when he/she returns to the community. This progressive shift from 
the traditional justice system requires the offender to accept full responsibility for his/
her actions, show remorse to the community as a whole, apologize directly to the victim, 
listen to the victim directly regarding the impact of the offence on him/her, and accept 
available community supports.

In 2000, the Yukon Courts, in partnership with Legal Services Society, the Federal 
Prosecution Service and YTG Justice (Victim Services and Probation Services), created 
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the Domestic Violence Treatment Option Court in response 
to the Yukon’s high rates of domestic violence and recidivism. 
This process is based on therapeutic jurisprudence, early 
acceptance of responsibility and therapeutic options to 
assist in offender rehabilitation and lower the likelihood 
of recidivism. Upon successful completion, the offender 
receives a reduced sentence that recognizes the efforts 
made. This has been very successful in reducing domestic 
violence trials and reducing overall recidivism. 

The Yukon Territorial Court has also pioneered new 
approaches towards people with Fetal Alcohol Spectrum 
Disorder (FASD). The issue was well articulated in R v Harper, 
2009 YKTC 18, 65 CR (6th) 373:

The purpose and principles of sentencing found in the 
Criminal Code assume that offenders are capable of 
making choices, understand the consequences of their 
actions, and when punitive sanctions are applied, are 
capable of learning from their mistakes so as not to repeat 
them. General deterrence, meaning that the punishment 
given to one person for breaking the law will operate to 
deter other persons, presupposes the ability of those other 
persons to process and translate information as well as to 
remember it. Similarly, rehabilitation, as it is conventionally 
understood, is largely a cognitive process premised on the 
ability to understand, to learn, to remember and to make 
choices. None of these assumptions fit well with what is 
known about FASD, a permanent form of brain damage 
that can affect all parts of the brain. 

The fundamental principle contained in s. 718.1 of the 
Code also requires that the sentence be proportionate 
to the “degree of responsibility of the offender”. What 
does this mean for an offender who… suffers from an 
organic brain disorder that affects not only his ability 
to control his actions, but also his understanding of the 
consequences that flow from them?

Last year, at an international conference on FASD in 
Vancouver, presenters from New Zealand outlined their 
progress regarding FASD in the Courts. To my surprise, they 
spent half their time speaking about the Yukon case, R. v. 
Charlie, 2012 YKTC 5. They were impressed by our proactive 
and innovative approach and urged participants to introduce 
this decision to their respective judiciaries.

In 2007, Yukon Courts, in partnership with the Public 
Prosecution Service of Canada, Legal Services Society and 
YTG Justice (Offender Supervision Services) opened the 

PRESIDENT’S MESSAGE CONT’D
Community Wellness Court (CWC). This therapeutic court 
model is available to offenders who suffer from an alcohol 
or drug addiction, a mental health illness, or cognitive 
issues, including FASD. Offenders are required to take early 
responsibility for their crimes and agree to enter into an 
extensive and lengthy program of treatment and monitoring 
— assisting them with issues that go to the roots of their 
crimes.

The CWC has evolved considerably since 2007. For example, 
we started out with two mental health nurse positions that 
proved impossible to staff, then moved to a psychiatrist who 
had limited time for the court. We now have a psychologist 
that can provide counselling services and mentorship to 
staff. Among many other benefits, programming offered by 
Offender Supervision Services has increased significantly.

The most recent development regards curative discharge 
applications made in relation to impaired driving offences 
pursuant to section 255(5) of the Criminal Code, which states:

Notwithstanding subsection 730(1), a court may, instead 
of convicting a person of an offence committed under 
section 253, after hearing medical or other evidence, 
if it considers that the person is in need of curative 
treatment in relation to his consumption of alcohol or 
drugs and that it would not be contrary to the public 
interest, by order direct that the person be discharged 
under section 730 on the conditions prescribed in a 
probation order, including a condition respecting the 
person’s attendance for curative treatment in relation to 
that consumption of alcohol or drugs.

The CWC Steering Committee recognized that medical 
resources for Yukoners attempting to seek curative 
discharges were very expensive and scarce. So the CWC 
developed a program that ensures a consistent approach to 
supervision and treatment while at the same time presenting 
medical information that addresses concerns regarding 
the possibility of a curative discharge. This new program, 
which allows offenders to enter a CWC-monitored journey 
of abstinence before applying for a curative discharge, has 
begun to yield positive results. 

We have seen that repeat impaired driving offenders will 
continue to drive impaired unless the root cause of the 
problem, the alcohol addiction, is addressed. Providing 
repeat offenders a treatment option is a step towards this.

I have seen many individual success stories resulting from 
curative discharges.

With increased access, I hope to see many more.

– John W. Phelps
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This year the LSY Discipline 
Committee has had an increase 

in complaints against members 
under Rule 112. This has caused us to 
consider how the disciplinary process 
for Rule 112 can be of value to the 
members of the LSY at large.

Rule 112 provides for a confidential 
meeting between a lawyer against 
whom a complaint has been made, 
and two members of the Discipline 
Committee. The Chair of the 
committee can order a Rule 112 referral, 
rather than issuing a citation for a hearing, when the Chair 
deems it appropriate and in the public interest.

In other jurisdictions a Rule 112 referral is called a conduct 
review, or a letter of caution or counsel. The meeting is not 
attended by the complainant. The purpose of the meeting is 
to have a full and frank discussion of the circumstances that 
gave rise to the complaint; how to avoid future complaints; 
and any practice issues that have arisen as a result.

When ordering the Rule 112 referral, the Discipline Chair 
takes into account a number of factors, which include:

• the lawyer’s professional conduct record;

• the need for specific or general deterrence;

• the lawyer’s acknowledgement of misconduct and any 
steps taken to remedy any loss or damage caused by his 
or her conduct; and

• the likelihood that a conduct review will provide an 
effective rehabilitation or remedial result.

In keeping with the our obligation to be transparent about 
the discipline process, but still ensuring the confidentiality 
of our members, we plan to include anonymous summaries 
of the Rule 112 referrals in future newsletters. Each summary 
will include the general description of the complaint and the 
resulting disposition.

We hope this will educate our members about the types of 
circumstances that give rise to complaints, and how they 
might be avoided.

DISCIPLINE COMMITTEE REPORT: 
RULE 112 REFERRALS –  

PUBLICATION

Each of Canada’s law 
societies enforces a code 

of conduct for members of 
the legal profession within 
their jurisdiction. But given 
the national mobility of the legal 
profession, the law societies recognize the benefit of a 
harmonized national standard of conduct so that the public 
can expect the same ethical requirements wherever their 
legal advisor practices law.

The Federation has approved a Model Code of Professional 
Conduct (MCPC) that has been substantially implemented 
in six jurisdictions thus far. It has also established a Standing 
Committee on the MCPC to monitor changes in the law and 
to recommend improvements over time, as it is implemented.

A core ethical obligation of lawyers is to avoid conflicts of 
interest. On July 5, 2013 in its decision in Canadian National 
Railway Co. v. McKercher LLP, the Supreme Court confirmed 
the “bright line” rule, which prohibits a lawyer from 
representing one client whose legal interests are directly 
adverse to the immediate legal interests of another client, 
even in unrelated matters, unless both clients consent. These 
rules — from decisions R. v. Neil and Strother v. 3464920 
Canada Inc. — are designed to protect the public interest 
and respect the duties that are fundamental to the lawyer-
client relationship. However, in the McKercher decision the 
Court also clarified the rule’s scope and applicability.

The MCPC provisions dealing with conflicts of interest were 
drafted to reflect the decisions in Neil and Strother. The 
Standing Committee will now be reviewing the McKercher 
decision and will consider whether the rule in the MCPC or 
its accompanying commentary should be refined.

British Columbia is one jurisdiction whose law society has 
implemented the Federation MCPC and recently sent a 
useful summary of the McKercher case to its members. The 
LSBC summary is available at http://www.lawsociety.bc.ca/
newsroom/highlights.cfm#c3796.

Susan Dennehy

FEDERATION OF LAW SOCIETIES 
COUNCIL MEMBER’S REPORT

Suzanne Duncan
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glamorous than you think.” For her, the reasons she enjoys 
litigation are almost paradoxical.

On one hand, arguing a case is an undeniable thrill.

“I love the adrenaline rush of being before a judge,” 
she confesses.

But on the other hand, she finds that the action of a trial 
makes her comfortable.

“There’s something about the courtroom that makes 
me feel calm.”

Growing up, Lavidas wanted to be a singer. Perhaps the 
courtroom is a substitute for the stage.

Since being called to the Bar in June 2013, she has worked 
for the Public Prosecution Service of Canada — where she 
also did her articling. As a young lawyer, Lavidas finds it a 
rewarding environment.

“It’s a great opportunity,” she says. “There are lots 
of lawyers to gain experience from, there are lots of 
different files, and a lot of diversity.”

Though she knows she still has a lot to learn, Lavidas thinks 
the time she spent in other pursuits before entering law 
school gives her a valuable perspective on her profession.

“Having life experience allows you to carry those 
things into a career,” she says. “I know that everybody 
has a story and figuring out what that story is helps 
you understand their actions.”

Newly minted Yukon lawyer 
Christiana Lavidas comes from 

a family of restaurateurs. Her parents 
own the iconic G & P Steakhouse 
and Pizza on the Alaska Highway and 
she’s spent more than her fair share 
of time at that establishment.

“I worked there for 10 years,” 
says the cheerful Lavidas. “But 
I always wanted to go back to 
school.”

Studying law appealed to her ever 
since she took a high school class on 
the subject. And as an adult she realized being a lawyer 
would also allow her to capitalize on her natural problem 
solving skills. It turns out that her decade at the restaurant 
didn’t hurt either.

“In many ways law is similar to the service industry,” 
she says. “You are dealing with people, so just 
like with restaurant clients, as a lawyer, people are 
expecting things from you.”

Of course restaurant patrons and legal clients differ in many 
respects, too. Whereas a meal at a fine restaurant is a joy, 
people with legal troubles tend to reside on the opposite end 
of the emotional scale. During her time at UBC Okanagan 
Lavidas got a first hand dose of reality when she did a 
practical semester at a First Nations legal clinic in Vancouver. 
The experience made a lasting impression on her.

“That’s where I was first exposed to criminal law. 
It was wonderful to assist people, and they really 
appreciated it,” say Lavidas.

Her position also afforded her the opportunity to get her 
feet wet as a litigator.

“I ran some trials under a supervisor,” she says. 
“They were very nerve-wracking. They still are.”

Lavidas admits that she doesn’t fit the stereotype of a trial lawyer.

“They are often extroverts and argumentative, 
which is kind of the opposite of me. I’m quiet and 
reserved.” 

But despite her conciliatory nature, Lavidas found herself 
enchanted by the courtroom, even though it’s “less 

LAVIDAS BRINGS SERVICE INDUSTRY SENSIBILITIES TO THE LAW

Congratulations to 
Malcolm Campbell & Brook Land-Murphy  

who were married this summer on  
July 13, 2013.  

We wish them all the best  
in their lives together.

Christiana Lavidas 
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by Shari-Lynn MacLellan, on 
behalf of the Department of 
Justice 

The word is spreading 
about Yukon’s Community 

Wellness Court (CWC).

The phone of Tanya 
MacKenzie, the therapeutic 
courts coordinator, has 
been ringing off the hook 
with people from other 
jurisdictions inquiring about 
our CWC. 

Furthermore, researchers 
from Justice Canada have 
been interested in CWC as 
a best practice in Canada 
and MacKenzie and Judge 
Ruddy were recently asked to 
give a full-day presentation 
at a native community justice 
seminar in Montreal.

“People were blown away,” 
MacKenzie says. “Anyone who hears about the Court is wowed.” 

Already two other jurisdictions are working create courts that 
are based on the Yukon model. The Elsipogtog First Nation in 
New Brunswick learned about the CWC model and thought it 
would be an asset on their reserve. The Elsipogtog Court has 
now been up and running since October 2012. 

During a policing symposium last September, officials and 
politicians from Northwest Territories spent a full day with the 
Court. They are now working to implement something similar 
in NWT. 

MacKenzie says she always knew the program would explode. 
Since the CWC opened in 2007 the number of clients has tripled. 

MacKenzie and Brian Butt, a probation officer with the court, say 
the CWC is important because it represents a shift in thinking, 
from punishment to healing. 

The Court recognizes that a number of people are in and out 
of the justice system because they struggle with addictions, 

COMMUNITY WELLNESS COURT:  
THE WORD IS SPREADING

Continued on page 6

We are excited to announce that following four months 
of public testing, CanLII’s new website-search will be 

fully launched September 17, 2013. 

The extensive improvement of the search mechanism was 
the number one objective identified in our 2012 survey of 
law society members. It will allow CanLII to retain its place as 
a technology leader and as the most cost efficient and user-
friendly legal research system in Canada. 

In addition to improved searching capabilities and design, the 
overhaul better reflects the way the majority of people look 
for legal material. It more closely resembles the functionality 
that online researchers are accustomed to, and it gives users 
greater control over results in a way that provides both novice 
and expert searchers with the tools they need.

The main search interface has been simplified to one field, 
which has been programmed to recognize and give good 
results for both simple keyword and complex Boolean 
searches. To support specialized searches, such as ones by 
citation or title, or to note something up from the homepage, 
the simplified search box can be expanded with a click, to 
reveal advanced search capabilities.

During each month of our testing period, 5,000 to 10,000 
unique visitors to “CanLII Beta” made between 10,000 and 
21,000 visits and devoured a combined total of more than 
500,000 pages of content. In addition, CanLII conducted 
direct user testing and solicited a great deal of feedback to 
ensure both large and small concerns were considered as it 
prepared to leap from “CanLII classic,” in place since 2007, 
to the new system.

CanLII’s interest in user feedback doesn’t end with the launch 
of the site. We have recently launched a user forum http://
forums.canlii.org/ in the hopes of receiving more feedback 
and encouraging our community of users to share tips and 
tricks with each other as they explore the full capabilities of 
the new CanLII.

Thanks always for your steadfast support of our efforts.

WELCOME TO THE NEW CANLII, 
SEPTEMBER 17

Tanya MacKenzie
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NEW MEMBERS:
JANUARY 2013 – AUGUST 31, 2013
Lidstone, Donald – Vancouver, BC
Stowkowy, Kyle – Edmonton, AB
Emanuelli, Paul – Toronto, ON
Young, Rosslyn – Toronto, ON
Camley, Morgan – Vancouver, BC
Van Nostrand, Matthew – Vancouver, BC
McClaren, Alexa – Tsuu T’ina, AB
Skorah, Mark Q.C. – Vancouver, BC
MacMillan, Ron Q.C. – Whitehorse, YT
Plunkett, David – Vancouver, BC
Burris, Morgan – Vancouver, BC
Gratl, Jason – Vancouver, BC
McGill, Kelly – Whitehorse, YT (student to full call)
Snowshoe, Karen – Whitehorse, YT
Lindberg, Darcy – Whitehorse, YT (student to full call)
Whyte, Lauren – Whitehorse, YT (student to full call)
Lavidas, Christiana – Whitehorse, YT (student to full call)
McLeod-McKay, Diane – Whitehorse, YT
Bachand, Paul – Vancouver, BC
Wallace, Mark – Whitehorse, YT
Comeau, Pierre – Old Crow, YT
Chabot, Geneviève – Whitehorse, YT
Anderson-Lindsay, Marlaine – Whitehorse, YT
Lane, Leo – Whitehorse, YT

ARTICLING STUDENTS:
Steele, Amy – Yukon Department of Justice

CERTIFICATES OF PERMISSION  
TO ACT: 92

mental health issues or FASD. The CWC is a therapeutic court 
model that is designed to work with offenders to address the 
underlying causes of their criminal behaviour. 

To be a part of the program, a client must plead guilty and be 
willing to participate in a two-year wellness journey, helping 
them deal with the reasons for their recidivism. During these two 
years they will check in with the judge and their probation officer 
regularly and will be given a chance to work on the issues they 
struggle with before they are sentenced. 

“This is a way to understand and address the struggles 
that people face,” says Butt. “It’s not a quick fix. This 
is a two year program, but it is a more realistic way of 
helping people.

“We make plans to get through challenges, because for 
most of our clients these challenges are very real.”

In a traditional court situation the judge doesn’t know much 
about an offender other than the circumstances of their crime, 
but when the time comes for sentencing in the CWC the judge 
has a real sense of who the person is, what their struggles are 
and the effort they have put in. 

Butt says clients are often surprised by the relationship they 
have with their probation officers in the CWC. 

“Some of our more serious offenders can have 50-100 
convictions on their record, he says. “They come to 
the Court with an attitude about the system and the 
revolving door. As a part of the (CWC) they realise 
that the justice system isn’t ‘out to get them.’ They are 
stunned by the process because it is so different from 
their previous experiences.”

Butt explains that probation through CWC is more motivational 
than punitive.

“We take an ‘it’s your choice’ approach. If you choose 
to be here we are going to do our best to help you, but 
we aren’t going to tell you what to do. Because of that 
relationship we are no longer seen as the enemy, but as 
someone who cares and wants to help.” 

Open since December 2010, the Justice Wellness Centre is 
also a huge contributor to the success of the CWC. It provides 
programming, counselling, probation officer check-ins, 
employment and educational development, and extra support. 

“We are on to something here and the rest of the 

country is starting to pay attention,” says Butt.

Quotes From CWC Clients

“I looked at my life, it could only get worse. The name of the court 
says it all-wellness. That’s what I want. I want to make a change.”

“Some days something shitty happens but then I think about 
how I used to handle it, it may sound weird but some days 
I’m happy to go through the pain because I know I’m making 
progress.”

“Wellness court gave me the realization that it’s not going to 
happen unless I do it myself. I realize that you have to really want 
to change or it won’t work. Without the wellness court I wouldn’t 
be able to do it. I wanted the help; but I didn’t know how to 
get it. I had to make the decision to live. Because of being in 
wellness court I am doing well, I’ve got goals in my life and I am 
making progress toward them.”

“The wellness court-it saved my life.”

COMMUNITY WELLNESS COURT:  
THE WORD IS SPREADING CON’T
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Website Update 
– CLE Calendar

New to the Law Society website is a CLE 
Calendar where you can view information about 

upcoming CLEs. Please visit  
http://www.lawsocietyyukon.com/calendar.php 

and click on the CLE link for more detailed 
information.

CBA Yukon and the Law Societies of NWT 
and Nunavut have been invited to upload 

information about their organizations’ CLEs  
that Yukon members can attend, either in 

person or by webinar.

UPCOMING CLES

The CLE Committee is currently working on offering 
CLEs on the following topics:

• PIPEDA;

• Trial Advocacy;

• Legislation Interpretation;

• Perfectionism;

• Yukon Review Board;

• “Young” Practitioners;

• Electronic Documents;

• Administrative Law

LSY makes every effort to ensure that locally offered CLEs 
are accredited by the Law Society of British Columbia and 
may be applied towards the British Columbia mandatory 
12 hour continuing professional development requirement.

CPD: Please remember to keep track of the CLEs you 
attend in 2013. You will be asked to submit the following 
information on Form 13 when you renew your membership 
for 2014:

• Course Name

• Provider (e.g. CBA, Law Society)

• Format (in person, DVD, webinar)

• Role (attendee, presenter, author)

• Date (day and month)

• Number of Hours

COMINGS & GOINGS
Kyle Carruthers – is now practicing with Tucker & Company

Megan Lang – is now practicing with Davis LLP

Lori Lavoie, Tracy McPhee and Joie Quarton formed 
On Board, Training and Consulting to offer education and 
training, customized for administrative boards, councils, 
tribunals, committees and their staff

Karen Snowshoe has moved back to the Yukon and is 
working as a sole practitioner

Diane McLeod-McKay is the new Ombudsman and 
Information & Privacy Commissioner

Mark Wallace moved from Winnipeg to join the firm of 
Austring, Fendrick & Fairman

Leo Lane moved from Nunavut to join PPSC in Whitehorse

Geneviève Chabot moved from Quebec to work with Justice 
Canada
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LAW FIRM VICTIM OF LARGE 
FRAUD DUE TO INFECTION BY 

TROJAN BANKER VIRUS

by Tim Lemiuex – LawPro

The following fraud reported to LawPro is a scary one. A 
southern Ontario firm has suffered a six-figure loss from 

its trust account after an apparent infection by the Trojan 
Banker Virus or a similar virus. As a result of the infection, 
access passwords were passed to the fraudsters when the 
bookkeeper logged into the firm’s trust account. The trust 
account was at a major Canadian bank. This is a summary 
of what LAWPRO currently understands happened. See the 
bottom of this post for advice on how to protect yourself 
from being a victim of this type of fraud.

What is the Trojan Banker Virus?

The Trojan Banker Virus is designed to steal financial account 
login information. Trojans are spread by e-mail attachments, 
visits to a website or the installation of a software program 
(usually something that looks harmless like a screensaver or 
game). Opening an attachment, clicking on something on a 
website or running a program will install the virus and infect 
a computer. After installing itself on a computer, this virus 
works as a keystroke logger to capture passwords and other 
sensitive information (i.e., it tracks the keys that are pressed 
and sends that information to the hacker). It can also create 
a “back door” that lets the hacker access and control the 
computer from a remote location.

This type of virus can also monitor web browser activity 
and will wait for the computer user to visit one of dozens 

of predefined banking or financial websites. The Virus then 
creates a pop-up window to replace and mimic the actual 
login page. These pop-up windows are customized for each 
financial institution’s website and are designed to spoof 
the appearance of the legitimate login page. User ID and 
password(s) information entered into these pop-up windows 
are captured and sent to the hacker. With this information 
the hacker can access the target’s bank account.

Summary of this fraud

In this fraud, the bookkeeper’s computer was infected. We 
do not know how at this point. She then had difficulties 
accessing the website of the firm’s bank and got a “This site 
is down for maintenance” message. On one of the screens 
that appeared on her computer she was asked to enter 
her name and phone number. This appears to have given 
the fraudsters her contact information as later that day 
the bookkeeper received a telephone call from someone, 
allegedly from the firm’s bank. That caller said she was aware 
of the login attempts and stated that the site had been down 
for maintenance. The caller then asked the bookkeeper to 
try logging in again. The bookkeeper did so entering the 
primary and secondary login passwords for the account on 
screens that appeared on her computer – the passwords 
were not given to the person on the phone. The second 
password came from a key fob password generator. This 
appears to have given the hacker both passwords and access 
to the firm’s trust account. 

On each of the following two days there were similar phone 
calls to the bookkeeper from the woman who allegedly 
worked for the bank to “follow-up on the website access 
problems.” On each occasion the bookkeeper tried to login 
again and entered the primary and secondary passwords on 
screens that appeared on her computer. The fraudsters went 
into the account during or immediately after these phone 
calls and wired funds overseas. An amount less than the 
balance in the account was wired out each time. This was an 
infrequently used trust account and the firm had never done 
wire transfers from the account. The bank did not detect 
these frauds or stop the wires. The people behind this fraud 
appear to have had intimate knowledge of how to send wires 
from a bank account. The virus seemed to be aware that the 
firm had done banking at another major Canadian bank in 
the past.

How to protect yourself

Be aware of and be on the lookout for this type of fraud. 
At this point we are not aware of any other firms being 
victimized, but we suspect there are firms actively being 

Continued on page 9
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targeted. These steps can lessen the likelihood that you will 
be a victim of this kind of fraud:

• Closely monitor the activity in your trust and regular 
bank accounts.

• Immediately investigate and talk to your bank if there 
are any problems or suspicious activity with your bank 
accounts or online banking access. Talk to your bank in 
person or through verified telephone numbers if there 
are problems. Remember that emails, fake documents 
and spoofed websites will have contact information for 
the fraudsters – not the real bank.

• If you do online banking, remove features that you do 
not use (e.g., the ability to initiate wires)

• Educate your firm staff about fraud prevention, in 
particular bookkeeping staff and other staff that handle 
cheques or payments.

• Be extremely wary of any calls or emails from your bank 
that deal with account information or access. Banks and 
other financial institutions will not ask you to reveal or 
change banking information in an email or phone call.

• Train your staff and lawyers to never open any emails or 
download any attachments from unknown senders. They 
should simply delete these messages. 

• Install anti-virus and anti-malware software on all 
computers in your office. Make sure this software is 
configured to update itself automatically on a regular 
basis and that real time scanning is enabled (this will scan 
incoming emails and downloads). While it didn’t work 
in this situation, using brand-name anti-virus software 
should protect you from or warn you of an infection in 
most cases.

• If you ever find a computer has been infected with a trojan 
or other malware, you should immediately disconnect 
it from the Internet and your network. Make sure the 
malware is removed before it reconnected. 

• Use a firewall to block all unnecessary incoming and 
outgoing connections to your network.

• Enforce a password policy that requires the use of 
complex passwords and a requirement that passwords 
are regularly changed. People should be strongly 
discouraged from using the same password for 
everything.

• Ensure that programs and users of a computer use the 
lowest level of privileges necessary to complete their 
tasks. In other words, regular users should not have 
administrator level privileges to their computers. 

Here are some other basic security “best practices” you 
should consider following:

• Disable AutoPlay to prevent the automatic launching of 
executable files on network and removable drives, and 
disconnect the drives when not required. 

• Turn off file sharing if it is not needed. If file sharing is 
required, use ACLs and password protection to limit 
access. Disable anonymous access to shared folders. 
Grant access only to user accounts with strong passwords 
to folders that must be shared.

• Turn off and remove unnecessary services. By default, 
many operating systems install auxiliary services that are 
not critical. These services are avenues of attack. If they 
are removed, threats have less avenues of attack. This is 
commonly referenced as “hardening” a computer.

• If a threat exploits one or more network services, disable, 
or block access to, those services until a patch is applied.

• Make sure all computers are running the most up-to-
date software, especially on computers that host public 
services and are accessible through the firewall, such as 
HTTP, FTP, mail, and DNS services.

• Configure your email server to block or remove email 
that contains “executable” file attachments that are 
commonly used to spread threats, such as .vbs, .bat, 
.exe, .pif and .scr files.

Please seek help from a knowledgeable person if you do 
not have the technical expertise to implement the above 
protections yourself.

LAW FIRM VICTIM OF LARGE 
FRAUD DUE TO INFECTION BY 
TROJAN BANKER VIRUS CON’T
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by Brian Mauch, BMC Networks, Vancouver

What is the Cloud?

If there has been an over-hyped term in computing over the 
past couple of years, it is “cloud.” Lawyers and the general 
public have been inundated with advertising and information 
about cloud-based services. The word “cloud” is now used 
to describe just about anything technological, from websites 
to applications to Apple’s latest online service. Some lawyers 
are tired of hearing about it and many still don’t completely 
understand what cloud means. To put it simply, cloud 
computing means keeping your data or software somewhere 
other than on your computers in your office, and accessing 
it via the internet. The term comes from the use in diagrams 
of a cloud-shaped symbol as an abstraction for the complex 
infrastructure of the internet.

What is Cloud Backup?

One of the common uses for the cloud is offsite backup for 
a law firms data. It is important to keep an onsite backup of 
data, in order to quickly recover from typical data loss such 
as deleted or misplaced files and emails. But it is equally 
important to keep an offsite backup of data, to protect 
against local disasters such as fire, flood or earthquake. 
While magnetic tape was the standard for backup for many 
decades, it has recently been overshadowed by hard disk and 
cloud backups due to shorter recovery times, falling price 
and increasing capacity of disks, as well as the increasing 
speed of broadband internet access. Hybrid disk/cloud 
backups can automate what was previously a manual process 
with tape cartridges, making it more reliable and not prone 
to human error and forgetfulness.

CANADIAN BASED SECURE  
CLOUD BACKUPS FOR  
CANADIAN LAWYERS

Is Data in the Cloud Secure?

Security is paramount at law firms in order to protect 
client confidentiality. For this reason, law firms should 
take reasonable steps to protect their clients’ data 
against unauthorized access. While data security is not 
always assured in an on-premise network, there are more 
factors to consider when utilizing cloud services, because 
the data is stored off-premise. The final report of the Law 
Society of British Columbia’s Cloud Computing Working 
Croup (January 2012) identified several risks associated 
with lawyers having their business records stored or 
processed over the internet. The report concluded 
that lawyers using cloud services should do so “in a 
manner that is consistent with the lawyer’s professional 
obligations,” and provided due diligence guidelines and 
best practices. For a complete list of the guidelines and 
practices, the report can be found on the LSBC website at 
http://www.lawsociety.bc.ca/tlocs/publicaiions/ reports/
CloudComputing_2012.pdf

Why Should I consider Canadian-based Services?

Canadian law firms must take into account security 
and jurisdiction when selecting a cloud provider. For 
example, under the USA Patriot Act, US officials could 
access information about citizens of other countries if that 
information is physically within the US. The USA Patriot 
Act and other considerations, has led many Canadian 
law firms to favour Canadian-based cloud providers over 
foreign providers.

Listed below are some of the main issues to consider 
when researching a cloud backup service:

1. Where is the data stored?

2. Who owns the data?

3. Who has access to the data, and for what purpose?  
There are now many providers of cloud backup, 
but the choices narrow when considering only 
Canadian-based ones. When selecting a provider 
one should follow the due diligence guidelines and 
best practices spelled out in the LSBC’s report and 
further ensure that the contract of services addresses 
the issues raised in the report.

Brian Mauch is President of BMC Networks, a Vancouver-
based outsourced IT provider that specializes in law firms. 
Brian obtained both law and commerce degrees from the 
University of British Columbia, and then combined his 
education with his passion for computers to form BMC 
Networks in 1997.
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YLAP offers each Law Society member up to 
seven hours per year of private and confidential 
professional counselling for these and other 
personal or work related difficulties. 

AVAILABLE

The service is provided by Nimco & Co.
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